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Abstract: To resist the risk of amplification DDoS attack, which is likely to cause significant damage to cyber security,
a reinforcement learning method is proposed. Taking DNS as the target of attack, a simplified amplification attack model is
constructed. The transition probability between different states is obtained by using the model-free method. Then, the
reinforcement learning method is used to build up to defense the attack, and the traffic suppression strategy is formulated
by learning the amplification attack mode. Finally, the simulation results show that the proposed reinforcement learning

method can effectively dig out the traffic pattern of amplification DDoS attack and intelligently resist the threat.
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Algorithm 1. Take—action function:

Get  Lservers Liotal

Take action

If action is #% K:

Liotar= Liotait Leerver//update = 71 3%

End if
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Algorithm 2. Reward function:

If Ltotal > U or Lgerver > U*0.3

Reward = -1
Else
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Reward = (legitimate traffic reached)/
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Algorithm 3: Q-learning for traffic throttling

Initialize Q((s1,s2),a), sl is Agent payload, s2 is
total payload, Q(terminal, .)=0
Loop for each episode:
Initialize S(s1,s2)
Loop for each step of episode:
Loop for each Agent:
Choose A from S using policy e-greedy, Take
action A, observe R, S'(s1',52")
Ifs1'">Uor s2'>U*0.3, R «——1
O(s,a) < O(s,a)+ R +ymax, O(s',a)—Os,a)]
End loop
O(s,a) < O(s,a)+ R +ymax, Os',a)— O(s,a)]
S(s1,52)«—S"(s1',52")
End loop
Until S(s1,s2) is terminal
End loop
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