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Network Security Situation Awareness Platform Architecture Design

Mi Qi
(Shanghai Space Propulsion Technology Research Institute,
No. 8 Academy, CASC, Shanghai 201109, China)

Abstract: In order to improve network security prevention capabilities, the network security situation awareness
platform architecture is designed. It elaborates its architecture and functional module design, uses big data technology to
store and process heterogeneous log source data, uses data mining and machine learning algorithms to analyze and integrate,
and uses visualization technology to present the results to users. Through this platform, a dynamic security monitoring and
defense system against unknown network threats can be established to avoid security issues such as data leakage and

information system destruction caused by network attacks.
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