2013-07 g #w
32(7) Ordnance Industry Automation + 89 -

doi: 10.7690/bgzdh.2013.07.026

EF Zentyal IEUIE T IEZF

g =
() e 8 Ml 35 )\ WF 5 e o vl B, DY )IT 48 BH 621000)

BE: HTHARRERMIBE LT R, FRET W AR % Zentyal ¥ KB TEAZF. £ Zentyal + & L,
KA Libpcap M4 EMHR D46, ER T BRQRBGEAERFFLED, RIBEAKW G R LRIELEMER CiE
THAERT —AHKEFELERS, AL LT HE@ARRESRD. 4R ZEFTATHELECL, TRETEZE
Fr R I L h AR

X417 Libpcap; H4k8; Zentyal; W %; #IEHK; #KIELE

MESES: TI2 XHEEFEED: A

Data Filter Program Based on Zentyal

Wu Changhao
(Department of Special Electronics Technology, No. 58 Research Institute of China Ordnance Industries, Mianyang 621000, China)

Abstract: In order to capture specific data packets, developed data filter program under gateway operating system
Zentyal. Based on Zentyal platform, use Libpcap network data to capture function package and adopt application program
based on function package to develop interface. According to Ethernet network data structure to develop data filter program
based on C language. Then put forwards detailed flow and part of code. The result shows that this program has realized

these function of capture data packets and reject useless data package according to requirements.
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cd ./libpcap-1.3.0
J/configure

make

make install
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char *dev=NULL;// ¥ % f& 4t

char errbuf[PCAP_ERRBUF_SIZE];/{§ 17 4 1%
RSk &

pcap_t *handle;//FJMRFREE, FR AT IR 4

char filter exp[]="ip"; /ILJE R FRIL A, JEmS
L yg SR AT 1P Hidls A

struct bpf program fp;//4w ¥ it YEFE T T 75 45 #4

(S

bpf u_int32 mask;// FH T~ A7 5 A5 b ik

bpf u_int32 net;//47 J5 M 25 Hh dil:

int num_packets =-1; /75 fifi 3K (1) Fodm A 40, -1
Koo R

/17 AT LA SR A4 A 1 B %

if(pcap_lookupnet(dev,&net,&mask,errbuf)==-1)
{
fprintf(
stderr,"cant get netmask for device:%s\n",dev);
net=0;
mask=0;
H
REUE % R RETE Vi S UK EIR
handle = pcap open_live(dev, SNAP_LEN, 1,
1000, errbuf);
if(handle==NULL){
fprintf(
stderr,"couldnt open device %s:%s\n",dev,errbuf);
exit(EXIT _FAILURE);
H
1145 VE AN 22 e 1L P AR
if(
pcap_compile(handle,&fp,filter_exp,0,net)==-1)
{
fprintf(stderr,"couldnt parse filter %s:%s\n",
filter exp,pcap_geterr(handle));
exit(EXIT_FAILURE);
b
if(pcap_setfilter(handle,&fp)==-1){
fprintf(stderr,"couldnt install filter %s:%s\n",
filter _exp,pcap_geterr(handle));
exit(EXIT_FAILURE);
H
IREN GO a3, I Al 3R E
pcap_loop(handle, num_packets,
NULL);
1155 AT 3R A0 A
pcap_freecode(&f)p);
pcap_close(handle);
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void got packet(u char *args, const

pcap_pkthdr *header, const u_char *packet)
PR LIE 2 Fros.

got_packet,

struct
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const struct sniff ethernet*ethernet;// LK ¥ 3k 6
const struct sniff ip *ip;//IP 3k
const struct sniff udp *udp;//udp kB
const struct sniff custom *custom; //H & X H#E
A 4 g A
I/ R AL A, BRI DL 0 A0 TP il
{14 b 1k
ethernet=(struct sniff ethernet*)(packet);
ip=(struct sniff _ip*)(packet+SIZE _ETHERNET);
/BRI, Ji 3R udp R
switch(ip->ip_p){
case IPPROTO_TCP:
printf(" protocol: TCP\n");
return;
case IPPROTO_UDP:
printf(" protocol:UDP\n");
break;
case IPPROTO_ICMP:
printf(" protocol:ICMP\n");
return;
case IPPROTO _IP:
printf(" protocol:IP\n");

return;
default:
printf(" protocol:unknown\n");
return;
}
/73R I UDP £ 408 40 b i

udp=(struct

sniff udp*)(packet+SIZE _ETHERNET+size ip);
1R g SCHU A 3 ik

custom=(struct
sniff custom*)(packet+SIZE_ETHERNET+size ip+si
ze_udp);

X B2 3kAs 145 1 B fl 20k 0 Sk AL & 1 fe
Bl 3P R AW Sk M 2 i 2 T AT B
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#define HEAD (custom->cus_hd)

if((u_int)HEAD!=0xAAAAAAAA){

printf("Custom Packet Captured\n");

(kb B3 F5)
return;
H
else{
printf("Wrong Packet\n");
return
H
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#define ETHER_ADDR_LEN 6

struct sniff ethernet{

u_char ether dhosttETHER ADDR_LEN]; //H
P ik

u_char ether shosttETHER_ADDR_LEN]; //J
ook

u_short ether_type; /£ #5245 714
15

/lip k3

struct sniff ip{

u_char ip_vhl;

u_char ip_tos;

u_short ip_len;

u_short ip_id;

u_short ip_off;

#define IP_RF 0x8000

#define IP_DF 0x4000

#define IP_ MF 0x2000
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#define [P_ OFFMASK 0x1ftf
u_char ip_ttl;

u_charip_p;

u_short ip_sum;

struct in_addr ip_src,ip_dst;

/fudp ki
struct sniff udp{
u_short uh_sport;
u_short uh_dport;
u_short uh_ulen;
u_short uh_sum;
35
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IP kK o0 20 7717, UDP kKN 8 F
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KT sizeof() s ELAF 2o WISRIE B T 71X 557
(g 1) AT, IR R A S B K K T R B
D 75 S A 5 R A 5 SRRy NN TIAL B S B, T A
#pragma pack(push)
#pragma pack(1)
struct sniff custom{
/IEE R R A 7R
u_int cus_hd;
u_char cus_flag;
u_int cus_data;
u_int cus_end;

32 %
H
#pragma pack(pop)
5 HRIE

T0 oF A 3R R Y libpeap  FIA £ )y e 40
Pl kgt fh, LT H A BRI Xk
KEHR BT T IR .

OB LA b, SR DR E B B i R
SREEAT AL BE, SAEIAEIY 78 Zentyal WOCHE I H
o Lbtn: ¥ 1947 3 2 p B A0 Sk 38 0 in A — A A1)
W A7 B T, A e R AR X A s
B A A KR 2 PR, W OCAR B s S
AR P o 1 R S e,

[, 4T libpeap R UF MR, BEAFE) P 3
w Bl DUJE 75 48 O A I 7E Linux 19 204 A 4T Wi
by B TR
S 3k
[1] Richard Blum, Christine Bresnahan. Linux 4 4~47 5 shell

B A2 K AIM]. 2 B, T ARRE R, 2012.
[2] R#M, FNifiE. Linux W& HBFEM]. b7 FEXF

$ R AL, 2010.

3] B%, HRF, BE, . AF VC 8RRk E R4

MR %[T]. £ 8 3h1k, 2012, 31(10): 93-96.

[4] Christian Benvenuti. A LINUX R %43 K 1 % [M].

LT P E b d A, 2009.

[5] M, ThB 2. —FF E 0t 2 400K & L4838 F k7 k(1]

I {34k, 2012, 31(11): 44-45
[6] FA =, BtR, RAH, F. #%FE &S ZEE 0[]

w9 )| & T4k, 2010, 31(10): 93

st sk sk sk sfe she sk st she sk sk sfe she sk sk sk ske ke st she sk sk sfe ske sk st sfe ske ke st she sk sk sfe ske ke st she sk sk sk ske sk sk sk ske ke st sk sk sk sfe sk s sk sk ske sk st she sk sk sk ske ke st sk ske ke st she sk st sk ske ke st sk ske sk sk ske sk st sk ske ke st sk sk sk sk ske ke st sk ske sk st skeosk ke skeoskeosk sk

(E#% 85 W)
3 BERTIRTMEREXTEE
20, 08 T K MR B 3R S8 1) 2 R H B OR
5 R A HOR A R RE X L g5 Rk 1 TR
1 ERBREMASSEBETFERASIZEREI L

Sl BFERKRE IR E AR B
o, fk Fk A BT ¥
A B B
E7%/Y: —fx 2%
- ) R B 1) Ny 2000h ¥k
HEHER-T- 30T 1) 2h 0.5h
Kig £ "nE 373
AR % (eFett) +F
LB HES 1 25 200 4504 £
B &-n i) FAT 8] RV F 15 min E BT

4 LERIE

HAT, 280K 4% A S m i Bt sh R 4
FCREhORs R vy, ROEMEM AT EEE AN T,

SN FERR, B T iR TR AR, e T R AR S
M BOR B AR B M L AR M 22 1 R M
HAT, A 2% v vk R BOK 88 CAE BB 19 8] T
TN, JFC AR (RS ZL 2007
10080475.6“ —FP H T K ML 5 RGO EEE ) o

SE M-

[1] SR&M, 4. RGWEIBERF L AL R LRI O
N & T #3R, 2010, 31(6): 127

2] BARE. — A TFTRKOMHELANRKRER: ¥H, ZL
2007 10080475.6[P]. 2007-01-15.

(3] MRA . #FAERWIEE A FH[S]. T AR S MAL,
1997.

[4] FLA . BAREFHRKEALEAM] dbw: AR
W, 3k pR AL, 1988,

[5] KAG . HARIATF % 40 AR 69 A0 A K B[], R 5 ALK,
1992(9).

[6] Mhst &, 35, Rk, F. AT ADG726 ¢4 F kw3
R[], &I A3k, 2012, 31(3): 73-74.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


