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Application of Active Defense Technology Based on LAN
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Abstract: Because the traditional defense technology cannot defend the unknown attack from outer organized groups,
this paper proposes a kind of active defense technology on the LAN. According to the requirements of the active defense
technology, we divide the operating system into six parts and build the active defense model which protects core system
security on LAN through researches on behavior-intention analysis, real-time tracing analysis and other unknown attacks.
This method can resist outer malicious attacks and promote the core system’s ability of resisting unknown attacks in the
unitized security policy. Though there are some problems of this model to be improved in real scene, this method can help

further researchers to do argumentation and explore about the active defense technology on the LAN.
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