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Research and Design of Framework to SQL Automatic Injection Attack
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Abstract: The detection mean of SQL injection attack is single and it can’t carry out website automatic analysis,
establish SQL injection automatic detection framework. Based on analyzing SQL injection basic principle and attack means,
design automatic attack injection tool general framework, and 2 diagnosis and catching target Web system linkages. The
test results show that the tool can automatically scanning more than 2 SQL injection attack types, then carry out attack
detection for database. The tool can be further expanding for requirements of SQL flexible injection deformation attack.
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