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Abstract: In order to protect the user privacy, a LTE user identity enhanced authentication and key agreement scheme is
proposed. By analyzing the specific process of EPS AKA and the mechanism of LTE AKA protocol, it is found that there
are security flaws, and the user identity secret AKA (UICE-AKA) scheme is proposed. In the scheme, the HSS is added to
RMM, which is used to generate RIC, to generate dynamic mobile user identity identification code (DMSI), and to design a
LTE user identity privacy enhancing scheme and security analysis. Analysis results show that the proposed scheme can
effectively protect the IMSI, reduce the risk of the attacker’s interception, and can further protect the user identity in LTE.
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